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Robustness Analysis of Neural Networks
with an Application to System Identification

K. KrishnaKumar* and K. Nishita’
University of Alabama, Tuscaloosa, Alabama 35487-0280

The robustness characteristics of multilayered feedforward neural networks (NNs) are analyzed using linear
systems theory. Robustness of NN is defined as the NN’s ability to perform within certain bounds of its nominal
(without uncertainty) performance in the presence of bounded uncertainty. An induced Euclidean matrix norm is
used to derive error bounds for NN with activation functions that exhibit predominantly linear behavior. Lyapunov
stability theory is used to derive bounds on the nonlinear variations in NNs with activation functions that exhibit
nonlinear behavior. A Monte Carlo simulation analysis is conducted to examine the robustness characteristics of
fully and sparsely connected networks. The following conclusions are drawn on the basis of the analysis: 1) sparsity
in the NN connection topologyis highly desirable to achieve robustness; 2) two-hidden-layer networks with an equal
number of neurons in each layer exhibit very poor robustness; 3) a fully forward connected network with sparsity
is the most robust and accurate for a given number of neurons; and 4) for NNs with many neurons, activation
functions with highly nonlinear regions exhibit poor robustness. A system identification of a nonlinear model is

presented to reinforce the results of the robustness analysis.

Nomenclature
A = first-order derivative matrix
hl] = nonlinear perturbation
I, = identity matrix

P = matrix that satisfies the Lyapunov equation
S = frequency scale

w;; = weight connecting the ith neuron to the jth neuron
X; = input to the ith neuron

Vi = output of the ith neuron

B = some positive constant

& = fixed gain

0 = largest singular value of a matrix

Os = degree of stability

Os = estimated degree of stability

o = singular value

P = system matrix

¢:() = nonlinear activation function

I---I =mnorm

I---)lr = Frobenius norm

|---1l;, = spectralnorm

Introduction

OBUSTNESS of neural networks (NNs) is an important char-

acteristic for many applications,ranging from simple function
mapping to more complicated nonlinear control problems. Robust-
ness of any system can be defined as the system’s ability to perform
within certain bounds of its nominal (without uncertainty) perfor-
mance in the presence of bounded uncertainty. In the NN context,
robustness relates bounded output error of the NN to bounded in-
put errors. The inputs are seen as inputs to any neurons and the
outputs are seen as outputs from any neurons. By considering in-
puts and outputs from individual neurons instead of the whole NN,
we can include uncertainties related to structural failures (such as
loss of nodes and weights), internal noise (hardware related) in
the NN, and also examine uncertainties in the inputs to the NN
system.
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Where does generalization fit into all of these? Generalization
of an NN is its ability to sensibly interpolate input patterns that are
new to the network.! Generalizationis a loosely used term. Training
an NN for a desired generalizationis impossible because we do not
know the functionto be mappeda priori. To illustratethis, we present
in Fig. 1 a set of training data pairs [x, y = f(x)]. It is obvious to
see that one can have an infinite number of lines go through these
points. Which one is the best? Because this is unknown, how can
one predict a priori the generalization characteristics of the NN?
This can be done only approximately by using test data after the
training is done. In conclusion, generalization depends to a great
extenton the training set used and is also difficult to define a priori.
This is not true about robustness. Robustness is easy to define using
input-output uncertainty bounds as shown in Fig. 1.

Most popular NNs today use multilayered feedforward networks
with connections going from one layer to the next. Several inves-
tigators have shown the approximating capabilities of these net-
works. Another type of network that has received some attention is
the fully forward connected network.>* Using empirical results,
KrishnaKumar® has shown that if this type of network is made
sparse, the networksare more accurateand robustfor a givennumber
of neurons.Many otherresearchers*~® have shown similarempirical
results using sparse multilayered feedforward networks.

We address the general question of how to define relative robust-
ness of different NN structures. We assume that the network has
been trained to provide a desired accuracy for the training data set.
The question then is simply one of how to relate the given NN struc-
ture to certain bounds on its mapping error for untrained data. We
first define robustness given an NN structure and then examine the
robustness of layered networks, fully forward connected networks,
and sparse networks.

We begin with the definitions of NN structures that are discussed
in this paper. Next, we state the linear systems theory results that will
be used to define robustness. We then present an interpretation of
NN equationsin terms of linear systems theory and presenta Monte
Carlo simulation analysis to examine the robustness characteristics.
The following conclusions are drawn on the basis of the analysis:
1) sparsity in the NN connection topology is highly desirable to
achieve robustness; 2) two-hidden-layer networks with an equal
number of neurons in each layer exhibit very poor robustness; 3) a
fully forward connected network with sparsity is the most robust
and accurate for a given number of neurons; and 4) for NN with
many neurons, activation functions with highly nonlinear regions
exhibit poor robustness. Finally, a system identification problem is
presented to reinforce the results of the robustness analysis.
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Fig.1 Generalization vs robustness: ——, NN mapping;—-—, unknown
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Fig.2 NN arrangements.

NN Preliminaries

Without loss of generality, we assume one input/one output NNs
with N — 2 sigmoidal hidden neurons. The hidden neurons could
be arranged eitherin a layered form or in a fully forward connected
form (Fig. 2). Also, the fully forward connected NN with the proper
connections removed is equivalent to the layered form shown in
Fig. 3. Because our main concern is one of robustness as it relates
to NN structures, it is assumed that the user has made a choice of
the NN weights via some learning scheme. The equation for a fully
forward connected NN is given as

i—1
X =¢; E WX 1,

j=1

where xy is NN output and x; is NN input and the input neuron is
a linear neuron.

Equation (1) can be used to arrive at layered networks by simply
zeroingout appropriateelements of the weight matrix. For example,
Eq. (1) can be expanded as follows:

XIZXla X2:¢2(W21X1)a X3:¢3(W31X1+W32X2)

Xy =Ps(Wy X1+ Wi X + Wiz X5) (1a)
X5 =¢s(Ws X1 + Ws X + Ws3 X3 + Wsy Xy)

This is essentiallythe case for the fully forward connected NN shown
in Fig. 2. The multilayered NN shown in Fig. 2 also can be obtained
using Eq. (1) by simply zeroing out the appropriate elements of the
weight matrix:

X=X,

Xo = ¢ (W X)), X3 = ¢3 (W3 X))

(1b)

X4 = ds(Wy Xy), Xs = ¢ps(Ws2 X5 + Ws3 X5 + Wsu Xy)

Fig. 3 Fully forward connected NN arranged as a layered NN.

The weight elements, Ws,, W,,, W3, and W5, are zeroed out in this
case.

Mathematical Preliminaries
Vector Norm
For any vectorx € R", the Frobenius (Euclidean) normis givenas

2)

Il = llxll2 =

Spectral Matrix Norm
A spectral matrix norm ||G||; of matrix G € R"*" is a matrix
norm induced by the Euclidean vector norm and is given as

1G]y = vV Anx[GT Gl = 0uax [G] 3)

i.e., the spectral norm equals the largest singular value of matrix
G. On the basis of the preceding definitions and using Holder’s
inequality, we have, for a giveny = Gx,

Iyl < IGIHxl = Iyl < omax[GlllxIl “)

Examining the preceding equations, we see that the o,,,,,[G] rep-
resents the least upper bound for the ratio of the output and input
norms.

Lyapunov Stability Theory
Let a nonlinear perturbed discrete system be

x(k+1) = dx(k) + hlk, x(k)] (5)

where ® € R" *" is the state transitionmatrix, x (k) is the state vector
at time-step k, and h[k, x(k)] is the nonlinear perturbation in the
system. Let the nonlinear perturbation be bounded by

Ak, x(O)]I < & llx @), £§>0 (6)
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i.e., the norm of & does not exceed the norm of x multiplied by a
fixed gain &. The system given in Eq. (5) is exponentially stable if
the solution x (k) satisfies the condition’

lx@®) | < Bllx(0)ll - explk Inp,) = Bllx(0) o

B>0, 0=p,<1 (D
An estimate of p, can be derived for the nonlinearly perturbed sys-
tem using norm-like Lyapunov functions in terms of the nonlinear

perturbationbound & as

E<ty=1-p L9 ®)
< = — Py =
N P Jmax[P] + \/O-max[P]O-max[P - In]
where P € R"*" satisfies the Lyapunov equation
®'PO— P =-], C))

The preceding equations imply that the stability margin of the
nonlinearly perturbed system is governed by the system matrix ¢
and the gain &y. Larger £y implies greater stability.

Robustness Analysis of NNs

The NN equation (1) can be interpreted as a nonlinear system
with x; representing the inputs to the system and y; representing
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the outputs of the system. Now, let X be a vector correspondingto
inputs not used during the training. Then, the correspondingoutputs
i—1

are given by
5’1‘ =¢; (Z wijij> s
j=1

Now, let y* be the desired output and x* be the input such that

} : *
wijxj> s

Expanding the right-hand side of Eq. (10) in a Taylor-series form
about x*, we get the vector equation

l1<i<N (10)

l<i<N (11)

Y- Y =AX — X*) + h[X — X*] (12)
where h[)z — X*] = the higher-order nonlinear terms.

It is clear from Eq. (12) that if |[¥ — Y*|| is small for a given
IX — X*||, the NN will be considered robust. Also, in Eq. (12), A
is the first-order derivative matrix. Depending on the type of NN
structure, the matrix will have different entries. Given below are
examples of three first-order derivative matrices for three types of
NN structures. In the matrices given below, @' = [0 ()/d()]. Note
that the sparsity in these matrices can be created by zeroing either
the weights or the slopes of the activation functions.

First order derivative matrix for a fully-forward connected NN (input, 7 hidden neurons, and 1 output):

[~ 0.00 0.00 0.00 0.00
o'W, 0.00 0.00 0.00
O'W; O'W;  0.00 0.00
DWWy Wy DWW, o 0.00
O'Ws; d'Wsy D'Ws3 O'Wyy
O'We D'Wgy D Wez Wy
Wy Wy Wi Wy
O'Wg D' Wy, Wz Wy

| D'Wy; D' Wo, D'Woy D'Wy,

0.00
0.00
0.00
0.00
0.00
D' W
D'W;
D' Wy
D' Wy

000 000 000 0.00]
000 000 0.00 0.00
000 000 0.00 0.00
000 000 0.00 0.00
000 000 0.00 0.00
s 000 000 000 0.00
s ®Wy 000 0.0 0.0
s ®Wy ®Wg 000  0.00
s DWee Wy &We 0.00]

First order derivative matrix for a single hidden layer NN (1 input, 7 neurons in the hidden layer, and 1 output):

£ 0.00  0.00 000 0.00
®W,  0.00 000  0.00
®Wy  0.00 000  0.00
®Wy 000 000  0.00
®Ws,  0.00 000 0.00
®We 000 000  0.00
®W; 000 000  0.00
®Wy 000 000  0.00
| 0,00 Wy, Wy D'We

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
D' Wy

000 000 0.00 0.00]
000 000 0.00 0.00
000 000 0.00 0.00
000 000 0.00 0.00
000 000 0.00 0.00
000 000 0.00 0.00
000 000 0.00 0.00
000 000 0.00 0.00
s DWee Wy &We 0.00]

First order derivative matrix for a two-hidden layer NN (1 input, 4 neurons in the first hidden layer, 3 neurons in the second hidden layer,

and 1 output):

[ 0.00 0.00 0.00 0.00
®'W,;  0.00 0.00 0.00
®'W;  0.00 0.00 0.00
o'W, 0.00 0.00 0.00
®'Ws;  0.00 0.00 0.00

0.00 P'We, DP'Wg DWWy
0.00 W, DWWy d'Wy
0.00 'Wg, D'Wg D'Wyy
| 0.00 0.00 0.00 0.00

0.00
0.00
0.00
0.00
0.00
W,
W,
' Wy
0.00

0.00  0.00 0.00 0.00]
0.00 0.00 0.0 0.00
0.00 0.00 0.0 0.00
0.00 0.00 0.0 0.00
0.00 0.00 0.0 0.00
s 000 000 000 0.00
s 000 000 000 0.00
s 000 000 000 0.00
Wy Wy Wy 0.00 ]




698 KRISHNAKUMAR AND NISHITA

Letting ¥ — Y*=8Y and X — X* =X, we get, from Eq. (12),
8Y = ASX + h[6X] (13)

Case 1: Predominantly Linear Activations

If h[§X] is small, we can approximate Eq. (13) as §Y =ASX.
Recalling the Holder’s inequality for vector and matrix norms, we
have

1Yl < Al 18X £ (14)

For a Euclideannorm, ||A||; = 0., [A] = p. This implies that if p is
small, the output error will be a small proportion of the input devi-
ations. In essence, the numerical value of the norm of A defines the
robustness of the mapping, and smaller p implies better robustness.
Figure 4 presents the results of a Monte Carlo simulation conducted
for various types of NN structures. The entries of matrix A were
chosen randomly to lie between —1 and +1. In all, 500 samples
were generated for each type of NN structure. Sparsity in the net-
work was created by randomly zeroing out the nonzero elements of
the A matrix. Figures 4 and 5 present the mean and standard devi-
ation of the robustness measure p. Figure 6 presents the number of
connections (or nonzero elements in the weight matrix) for differ-
ent NN structuresused in this study. The following observationsare
made from Figs. 4-6:
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Fig.4 Mean of p for various NN structures.
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Fig. 5 Standard deviation of p for various NN structures.
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Fig. 6 Number of connections (or weights) for various NN structures.
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Fig.7 Sigmoidal activation function.

1) The standard deviation of the robustness measure is small and
remains a constant for low-sparsity networks. This implies that the
mean of the robustness measure is a good indicator of robustness,
regardless of the choice of NN weights.

2) As the number of neurons increases, robustness decreases.

3) Two hidden-layer networks with an equal number of neurons
in each layer exhibit very poor robustness.

4) When Figs. 4-6 are examined, it can be concluded that the
fully forward connected NN with sparsity is the best in terms of
both accuracy of mapping (because of higher number of available
free parameters or weights; see Fig. 6) and robustness for a given
number of neurons. This result was stated in Ref. 3 using empirical
data.

Case 2: Nonlinear Activations

Most of the neuronal activation functionsin use today exhibit lo-
cally linear behavior. For example, the sigmoidal network has three
distinctly linear regions, as shown in Fig. 7. The analysis conducted
earlier should be applicable to the three linear regions shown in
Fig. 7. In the case in which the nonlinearity cannot be ignored, we
have the following situation:

h[5X] # 0, IR[SXTI < &ll6X]| (15)

Now, combining Egs. (13-15), we get

I8Y1 < llANlsX ] + & ll5X1l (16)

Because our interest is to compare robustness between different
NNs with nonlinear behavior, we define robustnessin terms of an
upper limit on the allowablenonlinear variations,i.e., an upper limit
for £. Here we use the Lyapunov stability condition presentedin the
Mathematical Preliminaries section and define an acceptable upper
bound for & as

et 1.0 17)
N — Ps = O'max[PA] —+ \/O'maX[PA]O-maX[PA - I”]

In Eq. (17), P, satisfies the Lyapunov equation

ATPLA— P, =—1, (18)
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Fig.9 Standard deviation of £y for various NN structures.

From Eqgs. (16) and (17), it is clear that &y is a good measure
of robustness for the nonlinear mapping as it relates to the bounds
on the NN output presented in Eq. (13). Note also that higher &y
implies greater robustness. Figures 8 and 9 present the mean and
standard deviationof the robustnessmeasure &y . From these figures,
itis seen that the robustnessto nonlinear variationsin the activation
functions is very similar to the linear case; i.e., sparsity is impor-
tant for robustness and the two-hidden-layernetwork exhibits very
poor robustness. In addition it is seen that, as the number of neu-
rons increases, the mean and the standard deviation of £y approach
0.0. This suggests that, for large NNs, highly nonlinear activation
functions are not well suited for robustness.

System Identification Example

Here we consider a system identification of nonlinear models.
This applicationillustrates the benefits of synthesizing sparse NNs.
This example is obtained from Ref. 8. The model to be identified is

yplk+1) = f(y,(k), y,(k = 1), y,(k = 2), u(k), u(k — 1))
(19)
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Table1 SSE for robustness test—system identification example

Frequency Phase bias, ¢, deg
scale, S NN arrangement 15 30 45 60 90
0.1 Sparse 0.40194 0.45836 0.53856 0.62563 0.89880
Fully connected 0.78436 0.85138 0.90008 0.94100 1.16392
2.0 Sparse 1.11487 1.25982 1.32078 1.33565 1.26664
Fully connected 1.29825 1.39719 1.43105 1.42465 1.36371
5.0 Sparse 4.90935 4.93914 4.69217 4.63619 4.74710
Fully connected 9.41876 9.34034 9.02402 9.11086 9.36692
10.0 Sparse 7.32307 16.3174 23.7026 28.1521 32.6886
Fully connected 14.1790 23.3422 31.0133 35.3847 39.3141
1.50 — -0.84 —
] Desired Output B —— Desired Qutput
ffffff Sparse NN Cutput s NN Output
_ - ars
1.00 Fully-Forward Connected NN . parse P
-0.88 — ! e Fully-Forward Connected NN

Output

-1.00 T

I f
0 400 800 1200
Time (Seconds)

Fig. 10 Comparison of NN performance on the trained data for the
system identification problem.

where

XX X3X5(x3 — 1) + x4

S X1, X2, X3, X4, X5) =

L+ x2+x7
u(k) = sin(wrk/25), 0 <k <250
= 1.0, 250 <k < 500
= —1.0, 500 < k <750

= 0.3sin(rk/25) + 0.1sin(rk/32) 4 0.6 sin(;rk /10)

750 < k < 1000 (20)

The NN inputs included a bias, y, (k), y,(k — 1), y,(k — 2), u(k),
and u(k — 1) and the output was y, (k + 1). Also, the NN consisting
of 20 hidden neurons were used. The NN was trained till the sum of
squarederror (SSE), Eq. (21), reached 0.2325 using a technique that
creates sparse NN.” In the technique reported in Ref. 9, sparse NNs
are created using the fully forward connected architecturepresented
earlier in conjunction with a pruning technique. The resulting NN
structure was compared to a fully forward connected NN, which
was trained to obtain a final SSE of 0.2325:

1 n
SSE = 5 Z (y,,l. — Desired,‘)2 21

i=1

where n = number of outputs.

-0.92 —

Output

-0.96 —

-1.00
‘ \ \ ' \ ! |

500 520 540 560 580 600
Time
Fig. 11 Comparison of NN performance on the trained data for the
system identification problem for 510 (s) < time < 600 (s).

Figures 10 and 11 show the NN performance for the data used for
training. To verify system robustness, we modified the sinusoidal
frequency by scaling it by a factor S and shifting the phase by a
factor ¢. Table 1 documents the comparison between the sparse and
nonsparse NN. It is clear that the sparse NN performed very well.

Conclusions

Simple robustness measures for NNs with linear and nonlinear
behavior are presented. Using these measures, we examined ro-
bustness of several NNs, using a Monte Carlo simulation with 500
samples for each type of NN structure. The results of the analysis
reinforce the need for sparsity and the need to use fully forward
connected NN with sparsity instead of the traditional multilayered
NNs. Also, two-hidden-layerNNs with equal number of neuronsin
the hidden layers were shown to be the least robust among the pop-
ular structures currently in use. Another interesting resultis that for
NNs with a large number of neurons, nonlinear activation functions
are not the best for robustness. A system identification problem is
used to show the benefit of using sparse networks.
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